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ABSTRACT 
The global Industrial Internet of Things (IIoT) market is expected to reach $949.42 
billion by 2025, and will include heavy industrial customers from different areas.  For 
example, utilities, oil & gas, and mining sectors are among those relying on secure and 
reliable outdoor wireless connectivity in their harsh environments to optimize costs, 
improve operational efficiency, increase automation, as well as improve the safety and 
security of high value assets and field employees.  Building such networks requires 
accurate and future proof designs, which are heavily dependent on the quality of results 
from site surveys performed in these locations.  In addition, access to such rugged 
environments is difficult and can require a series of trainings and certifications.  Presented 
herein are techniques that use a system/apparatus of unmanned aerial vehicles (UAVs) to 
perform automated site surveys that can be used to produce high level designs for IIoT 
networking solutions, referred to as an Intelligent Survey and Live-Simulation Apparatus 
(iSALSA) system.  The system can also be used for pre-deployment simulation and 
validation of access points (APs) to be deployed throughout the intended area, which may 
have been developed using predictive modeling software.  The end result of this solution 
is a drastic improvement of the safety and security of field engineers and solution architects. 
The proposed solution also significantly reduces the time required to develop high level 
designs for large scale implementations.  Finally, the solution allows for longer consistent 
and contiguous sample periods, thus, improving the quality of the data collected.  
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DETAILED DESCRIPTION 
The deployment of Industrial Internet of Things (IIoT) solutions requires a multitude 
of steps in order to implement them in, for example, oil and gas, utility and mining 
environments. These steps include: 
1. Requirements Gathering and High-Level Design
2. Radio Frequency (RF) Predictive Modeling
3. RF Survey and Design
4. Low Level Design
5. Staging and Installation Preparation
6. Remote Configuration Support (optional)
7. Implementation and Testing
8. RF Post Deployment Tuning and Verification
With conventional techniques, many of the above steps are high cost and labor 
intensive relying on man hours. In addition, the reliance of this has also resulted in some 
key issues such as:  
 Personnel safety, including issues with moving vehicles, such as heavy equipment,
surveying in rugged terrains, presence of wildlife, etc.  For example, according to
the National Institute for Occupational Safety and Health (OSHA), the second most
common cause of severe accidents in industrial mining environments is due to ore
haulage trucks, which is a major risk for individuals onsite performing IIoT solution
deployments. In addition, improving this would also help reduce the risk of
receiving mine safety fines from the government which have overall totaled to over
$1 billion from 2001-2019 in the United States.
 Barriers and pre-requisites in order to begin work at a site, which create additional
costs and delays in schedules.  Related to the safety concerns, engineers are required
to perform both industry (MSHA and/ or OSHA) trainings, as well as customer and
site-specific safety and task trainings before work can commence at a given site.
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 A poor employee retention rate (high employee attrition rate), due to the harsh 
environments in which these engineers need to often conduct surveys, endangers 
the ability to deliver efficient and quality service to customers, while also leading 
to a poor employee experience.  Employee attrition also makes it difficult to 
develop and maintain a knowledge base, as well as making it difficult to fully train 
new employees. 
 Erosion of margins for services. 
 Inability to rapidly implement, test, and optimize prototypes of low-level designs 
on a continuous basis. 
 Shorter duration surveys yielding less accurate data samples. Typically, on-site 
surveys only represent a small snapshot in time, given the process is very manual. 
Therefore, valuable information could be missed.  
 Prolonged implementation times. 
 Setup for ad hoc or unpredictable events. 
The problems that exist in conducting site surveys and designing solutions can be 
mitigated by implementing a system/apparatus of unmanned aerial vehicles (UAVs) 
to automate the deployment steps, referred to as an Intelligent Survey and Live-
Simulation Apparatus (iSALSA) system.  The use of a constellation of UAVs, 
which are concurrently surveying a given area, would allow for the survey coverage 
and time to be extended, allowing for more accurate data to be captured, as well as 
provide the ability to identify other potential sources of interference, which could 
have been missed using a traditional approach. 
In the iSALSA system, the UAVs used here could be categorized in two (2) ways: 
1. Scout UAVs (SUAVs)  
o Will consist of an infra-red camera in the back to survey temperature and 
other details, lidar or sonar in the front to allow elevation changes to be 
discovered, a 4K HD camera in the front to capture pictures of the site, an 
embarked IoT gateway (WiFi, LoRa, and LTE equipped), and three (3) 
antennas. 
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2. Access Point UAVs (APUAVs)  
o These can be utilized in sets of 10, 20, 30 to simulate different access 
points for a complete network. The main benefit of this would be ease of 
adjusting antenna height, polarization, azimuth, etc. on the fly in a very 
rapid manner with each drone simulating different signal characteristics of 
access points for a more precise design in the end. 
Out of the many steps in deploying Industrial Internet of Things (IIoT) solutions, 
the ones identified below in red could potentially benefit from the use of the iSALSA 
system.  As shown, four of the steps appear to benefit from the iSALSA system. 
Step Drone Type Uses 
Requirements Gathering and High-Level 
Design SUAVs 
RF Predictive Modeling  - 
RF Survey and Design SUAVs + APUAVs 
Low Level Design SUAVs 
Installation Preparation - 
Remote Configuration Support (optional) - 
Implementation and Testing SUAVs + APUAVs 
 
 
In the iSALSA system, SUAVs include an on-board IoT gateway which will allow 
the drone to utilize edge computing capabilities to record, store, compute, and move data 
to cloud applications.  The cloud applications can then be powered by the concept of 
"AppVisory" where it is possible to achieve advisory through artificial intelligence (AI). 
The drone could function as a "flying solution architect" in this situation.  Figure 1, below, 
highlights this use. 
4 5981 5
Defensive Publications Series, Art. 3243 [2020]
https://www.tdcommons.org/dpubs_series/3243
 
 
Fi
gu
re
 1
: A
ut
om
at
io
n 
of
 R
eq
ui
re
m
en
ts
 G
at
he
ri
ng
 a
nd
 H
ig
h-
Le
ve
l D
es
ig
n
5 5981 6
Dahir et al.: INTELLIGENT SURVEY AND LIVE-SIMULATION APPARATUS (ISALSA) FOR IND
Published by Technical Disclosure Commons, 2020
 As shown in Figure 1, the whole system can ingest data provided as input in varying 
forms: 
1. The site SUAV can, via sensors, provide observations of a particular site. For 
example, it can tell the difference between a site having open areas versus enclosed 
areas, along with finding out the extent of what is affecting RF signals and 
triangulation. The SUAV could send measurements such as Signal Strength in 
dBm, Signal to Noise Ratio in dB, data rate in Mbps, channel overlap, Round Trip 
time (RTT), packet loss, etc. 
2. Library of reference architectures, designs, and product portfolio from the cloud 
can obtain data associated with architectures previously implemented in other sites 
that are similar to the one that the field engineer is working to implement (e.g., can 
use known historical data). 
This input would be then utilized in an algorithm to automatically generate 
documentation (e.g., PDF and Hard Copy report) of a site survey and reference 
architecture. 
Such an implementation would improve: 
 Personnel Safety - Little to no need for a field engineer to physically provide 
observations of the site and/or measurements.  This makes it less likely that the 
engineer would be in danger from heavy equipment such as bulldozers, dump 
trucks, etc. 
 Attrition Rate - The field engineer can now monitor and conduct the site survey 
from the comfort of a vehicle or building on site.  As such, there is no more need 
for an engineer to expose themselves for hours in environments with harsh 
conditions, large moving industrial machines, and extreme temperatures. 
 Margins and Time to Implementation - Margins would be improved due to an 
improvement in the time it would take to design and implement the solution. This 
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is especially true for implementing solutions in the utilities space where there are 
often miles and miles of area that needs to be surveyed. 
 Longer survey sample times and improved accuracy of collected data. 
Emulation of the network can be provided by the APUAVs in sets of 10, 20, 30, etc. to 
simulate different access points for a complete network.  The main benefit of this would 
be ease of adjusting antenna height, polarization, azimuth, etc. on the fly in a very rapid 
manner with each drone simulating different signal characteristics of access points. This 
would allow for an optimized implementation of the solution. Extraneous APs can be 
disengaged quickly as well. This is shown in the following figure, Figure 2. 
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Such an implementation would improve: 
 Difficulty to rapidly implement, test, and optimize design prototypes - This would 
be solved due to how quickly drones can move their position to a desired point 
when creating a low-level design. 
As noted above, the iSALSA system provides a High-Level design that meets a 
customer's requirements using data obtained from a survey which can be reviewed and then 
printed by the solution architect.  Deep learning is also added from a single cloud-based 
data source which essentially makes the drone a "flying solution architect."  The drone-
based simulation (emulation) validates a design using the drones themselves in the field 
acting as access points. This emulation then provides not only exact AP positioning in a 
large area environment through the use of GPS, but also antenna recommendations.  
The result of the iSALSA system is automation for better operational efficiency in 
harsh (e.g., mining) environments and reducing risk through the use of AI algorithms to 
customize an HLD where all APs and trailers are fully documented with accurate 
positioning. This undertaking is a process that can be reduced from weeks to days and will 
also provide an increased level of accuracy by removing human aspects (errors). By using 
drones, customers are no longer tied to a specific shift, or someone standing out in the field 
taking readings. 
The benefit of the iSALSA system is a UAV can take iterative samples of the RF 
environment, in concert with the other UAVs/radios also in the area, for longer durations 
(more sample data). This provides the opportunity to gather more information in a 
contiguous timeframe, which increases the probability of capturing all necessary input to 
guide design decisions.  As such, the end result is a reduction in the amount of time it takes 
to conduct the survey (all drones working in concert to establish the appropriate coverage 
model).  In addition, by leveraging a collection of drones, engineers are able look at the 
bigger picture and the full real coverage pattern, as opposed to conventional site surveys 
that are completed by piecing together heat maps from individual locations (i.e., this would 
allow engineers to emulate the whole network and understand relationships between 
adjacent radios/drones).  
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In addition, the level of accuracy should be drastically improved, reducing rework 
and adjustments.  Having a drone hover (in conjunction with other drones) for 24 - 48 hours 
(or longer) in its intended location can enable the system to find optimal positions based 
on RF readings.  This would ensure a thorough understanding of the RF coverage and the 
identification of other potential interference sources in the area (e.g., having a longer 
sample time should allow for that data to also be understood). This is opposed to having 
people go into the field (which is far more labor and cost prohibitive), where they are 
performing surveys and taking radio samples for significantly shorter durations, perhaps 
resulting in missed data.  As such, the iSALSA system makes the survey process far more 
efficient, with potentially reduced costs and resulting in an outcome which should have a 
higher degree of accuracy. 
In certain examples, cameras with deep learning capabilities can be used to monitor 
road conditions in addition to identifying terrain challenges and other obstructions that can 
impact performance or operations. If the road ends up being compacted, resulting in 
potholes, or significant "potholes" in the roadway, or water has now flooded an area, the 
cameras would be able to identify this and alert operations to take some kind of action. In 
winter, living objects in the environment may be dormant. One example is a tree in the 
winter may not cause any signal attenuation, because it does not have full leaves or 
branches. In spring/summer, this might be a very different issue. Having the camera to 
identify these things, and perhaps noting them within the survey results would be 
advantageous. 
In the application of an operational or brownfield environment, which often 
requires frequent changes in coverage, it is possible to use ubiquitous Access Point drones 
with network optimization and orchestration capabilities. These drones can be left onsite 
and associated with a specific mobile solar trailer, which are often common on a mining 
site. In this instance, the drone is the AP/radio, and is mobile. It can either remain mounted 
on the trailer (charging and provide RF coverage from the mast extending from the trailer) 
in a more steady state type of situation, or it can disconnect from the trailer to conduct 
surveys (either independently to extend coverage to a new area, or in conjunction with 
other trailers/drones, acting as a coordinated system) and make adjustments to the RF 
coverage. This activity may ultimately result in the automated relocation of the mobile 
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trailer associated with the detached drone.  In these examples, the radio/drone would 
provide GPS coordinates to the trailer, in order for the trailer to automatically move to the 
new determined location (based on the RF readings and survey results of the drone). In this 
case, the trailer dynamically changes position, meets up with the drone/radio, and 
transitions back to a steady state operation. Figures 3 and 4, below, show such trailers in a 
field environment. 
 
 
 
 
Figure 3 
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